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Abstract: This paper discusses the question of how the use of social media by terrorist 
organizations for radicalization has impacted the European Union’s (EU) counterterrorism 
policies and efforts. Today, the internet is accessible to virtually everyone on the globe, 
including terrorists. This puts more vulnerable people at risk of being exposed to terrorist 
content. Evaluating how the European Union is combating this risk and protecting its citizens 
is important. Other countries can also evaluate the EU’s online counter-terrorism policies to 
implement and change their own, based on the successes or failures of EU counter-terrorism 
policies. This study addresses key variables, including online radicalization and new 
counterterrorism policies in the EU. Qualitative research methods were used to find what 
content terrorists were publishing on the internet. These methods were also used to find how 
the EU is implementing the internet into its counterterrorism methods. The study revealed 
that as radicalization on the internet has increased, the EU has executed more online 
measures in its counterterrorism policies.   
 

INTRODUCTION  
Radicalization by terrorist groups is not a new 

threat, but technology has transformed terrorist 
radicalization into a powerful tool that has a 
worldwide reach, transforming how terrorist 
groups recruit, spread propaganda, and operate. 
Terrorist organizations have been using 
radicalization techniques like propaganda, 
psychological warfare, and manipulation for 
decades. However, since the beginning of the 21st 
century, terrorist groups have been utilizing the 
Internet. Al-Qaeda’s attack on the World Trade 
Center in New York City was the first confirmed 
terrorist attack that used the internet as a 
planning tool. Al-Qaeda was found using an 
encrypted messaging service to relay messages 
from Afghanistan to United States terrorists about 
the 9/11 attacks and targets (European 
Commission 2017). The internet and social media 
have fully transformed the way that terrorists 
radicalize their potential recruits and operate.  

The rapid growth of online platforms and 
social media has created new opportunities for 
terrorist organizations to spread propaganda, 
extremist ideologies, and violence throughout the 
world. Terrorist groups such as ISIS and Al-Qaeda 
have exploited the internet for their use, causing 
major security concerns for governments and 
policymakers globally. Today, terrorists exploit 
the internet not only for planning and 
communication but for recruitment. Terrorists 
prey on vulnerable individuals who have found 
themselves on terrorist websites. As found in my 
research, terrorists do this by sharing 
disinformation they deem as fact. They share 
emotional content to manipulate viewers 
psychologically. This presents major challenges 
for governments and international organizations 
that work to mitigate online radicalization.  

Consequently, the European Union (EU) has 
adapted its counterterrorism policies and 
strategies to more effectively address online 
extremism and the radicalization efforts of 
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terrorist groups. The first EU counter-terrorism 
strategy to mention the Internet was published in 
2005 (The European Union 2005). The 2005 
European Union Counter-Terrorism Strategy 
described the dangers of the internet for terrorism 
regarding radicalization and communication 
methods (8). Previously, the strategies focused on 
expanding law, cooperation, and preventative 
measures (European Union 2002).  However, the 
EU must rethink its traditional counterterrorism 
methods in an age when everything is online. 
Through encrypted messaging apps, social media 
posts, and direct messages, terrorist 
organizations can target vulnerable people in the 
EU. The rise of digital radicalization raises a 
critical question. How has the use of social media 
by terrorists for radicalization impacted and 
changed counterterrorism policies and efforts in 
the EU?  

The motivation for this research comes from 
the increasing role of the Internet in everyday life. 
In 2013, 73.3 percent of individuals were internet 
users in the European Union. In 2024, that 
number jumped to 92.8 percent in the EU 
(Eurostat 2024). This concept heightens the 
concern about the role of the Internet in terrorist 
activities. As digital technologies continue to 
evolve, so does terrorists’ use of those same 
technologies. Radicalization is one aspect of 
terrorist organizations that use the internet. 
Counterterrorism measures in the European 
Union must now address this concern. The 
current digital world needs counterterrorism 
measures that can translate to a digital platform. 
Understanding how the EU has responded to these 
challenges is crucial because this research 
provides valuable insights into how 
counterterrorism policies have evolved. The 
knowledge of how the EU tackles 
counterterrorism can also help inform other 
states’ counterterrorism measures.   

Terrorist groups can now target anyone from 
anywhere in the world due to the accessibility of 
online radicalization. Radicalization can affect 
and target people of all ages and backgrounds, 
especially online (Turner 2021). In 2023, 65 
percent of the world’s population used the 
internet (World Bank Group 2023). With easy 
access to the internet in most parts of the world, 
digital radicalization is increasingly utilized. The 
rapid spread of terrorist and extremist content 
online has vast security consequences that can 
lead to devastating attacks. It is also important to 
know how the EU is addressing online 
counterterrorism, so you know what security 
measures are in place and what is being regulated. 
Understanding this can help communities, 
leaders, and policymakers develop better 
prevention strategies to protect vulnerable 
individuals from radicalization.​   

My hypothesis is that as terrorist 
radicalization on the internet increased, EU 
counterterrorism policies adapted to incorporate 
online radicalization and extremism. I think that 
terrorist organizations have only increased their 
presence on the internet. Terrorists utilized all 
aspects of the internet for their use, including 
message boards, social media, and video 
platforms. To combat this increased use, I believe 
that the European Union revised and created new 
counterterrorism policies to decrease terrorists’ 
use of the internet.   

There is a debate within academia on a 
universally accepted definition of terrorism. For 
this paper, terrorism refers to actual or threatened 
violence against persons or property that has 
political goals. The goal of terrorism is designed 
to impact more than just the victim of the attack, 
through fear or coercion. Terrorist attacks can be 
actions done by a group or single actors on behalf 
of a group, and the group cannot be a 
nation-state. Radicalization can be defined as the 
way an individual adopts an extremist set of 
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beliefs and aspirations. This may lead them to 
commit terrorist acts, which makes them more 
susceptible to being recruited by terrorist 
organizations (United Nations Office on Drugs 
and Crime 2018).  

This research paper will begin with a 
literature review. The literature review discusses 
the key debates, findings, and research on 
terrorist organizations' use of the internet and the 
European Union’s counterterrorism policies. 
Following the literature review, the research 
design section of the paper will outline the 
methodology used to analyze radicalization on 
the internet and the EU’s counterterrorism 
policies. Next, there will be a presentation of 
cases that correspond with the research question, 
documenting specific instances of online 
radicalization and the EU’s response. The analysis 
section will discuss the effectiveness and 
limitations of EU policies. Finally, the paper will 
conclude with a summary of findings and 
recommendations for future research and 
improvements.   

 
LITERATURE REVIEW   

The topics of counterterrorism, 
radicalization, and the internet’s impact on these 
topics have been explored and researched by 
many scholars. The literature review is structured 
around five key themes and frameworks: 
counterterrorism strategies, radicalization 
processes, the role of the internet in extremism, 
online counterterrorism initiatives, and the 
European Union’s counterterrorism efforts. 
Within the larger scope of counterterrorism, the 
strategies of deterrence and dismantling social 
benefits emerge. This literature review dives into 
the counterterrorism strategies of the European 
Union, finding that collaboration and law 
enforcement are the two main themes. The study 
of radicalization and terrorism on the internet is a 
relatively new field of study, originating during 

the information age in the 1970s. Most of the 
literature suggests that online radicalization is 
something to be worried about, but there is a 
debate as to whether radicalization is real. This 
area of research will inform how terrorist groups 
are using the internet for radicalization and how 
this is affecting counterterrorism strategies. 
 
COUNTERTERRORISM  

Various counterterrorism methods, strategies, 
and consequences have been studied within the 
literature on counterterrorism. Several scholars, 
like Tim Aistrope (2016), Peter Neumann, and 
Gabriel Weimann, have contributed to the study 
of counterterrorism, each offering a unique 
perspective on the most effective strategies. The 
literature reveals two prominent counterterrorism 
theories. Khusrav Gaibulloev, Todd Sandler 
(2019), Max Abrahms (2008), Laura Dugan (2012), 
and Erica Chenoweth (2012) argue that the most 
effective counterterrorism strategy is dismantling 
the social benefits of joining a terrorist 
organization. However, scholars such as Alex 
Wilner (2011), Robert Trager and Dessislava 
Zagorcheva (2006) look at deterrence as the 
leading counterterrorism strategy.   

One academic theory, put forth by Gaibulloev 
and Sandler (2019), finds that people join a 
terrorist organization because of the social 
benefits associated with being a part of the 
organization. These benefits include services like 
protection, social solidarity, and economic 
incentives (Abrahms 2008). Scholars like Khusrav 
Gaibulloev, Todd Sandler (2019), Max Abrahms 
(2008), Laura Dugan and Erica Chenoweth (2012) 
say that governments should provide the social 
benefits that are given for joining a terrorist 
organization to lower the incentive and 
dependency on a terrorist organization. They 
suggest that the government should provide the 
social services the community needs (Dugan and 
Chenoweth 2012, 597–624). Researchers found 
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this can be done in a variety of forms. Max 
Abrahms says that governments can reduce the 
appeal of joining terrorist groups for at-risk 
populations by addressing feelings of seclusion, 
combating hate crimes, and supporting the voices 
of all (Abrahms 2008, 78-105). Governments can 
also provide social services to constituencies that 
usually rely on the services of terrorist 
organizations (Dugan and Chenoweth 2012). 
These scholars believe that eliminating the social 
benefits of terrorist organizations is the most 
effective form of counterterrorism.   

Other scholars, such as Alex Wilner (2011), 
Robert F. Trager, and Dessislava Zagorcheva 
(2006), however, subscribe to the idea that 
deterrence is a key, successful method for 
counterterrorism. They believe the social benefit 
theory lacks the punishment aspect of effective 
counterterrorism (Dugan and Chenoweth 2012). 
Deterrence in counterterrorism means persuading 
the terrorist or terrorist group is in its best 
interest to avoid committing terrorist acts (Wilner 
2011). Scholars Alex Wilner (2011), Robert F. 
Trager, and Dessislava Zagorcheva (2006) are the 
three prominent researchers who champion this 
idea. They argue that others who claim that 
deterrence is ineffective are wrong and that even 
the most highly motivated terrorists can be 
deterred. They say that counterterrorism 
initiatives can use deterrence by punishment and 
deterrence by denial. One finding is that 
deterrence by punishment is effective because the 
punishment for an attack is greater than the 
reward of carrying out the attack. Wilner (2011), 
Trager, and Zagorcheva (2006) also found that 
deterrence by denial is the hardening of targets so 
that the attack is too risky or difficult. Gaibulloev 
and Sandler (2019) point out that this method of 
counterterrorism fails to address suicide terrorists 
and lone-wolf actors.  
 
 

COUNTERTERRORISM INITIATIVES IN THE EU  
The European Union is one of many entities 

that works to counter terrorism internationally, 
playing a pivotal role in maintaining global 
security. Prominent scholars such as Jörg Monar, 
Gijs de Vries, and Francesco Baraldi have 
researched the EU’s ability to be a successful 
counterterrorism actor both internationally and 
within the EU. The literature surrounding the 
European Union’s counterterrorism strategy 
focuses on its ability to collaborate with other 
states and its challenges in law enforcement. It 
also examines key successes and challenges 
within the EU regarding counterterrorism 
implementation.   

Jörg Monar (2015) and Gijs de Vries (2008) see 
the European Union’s counterterrorism strategy 
as a criminal issue rather than a military one. 
They found that the current EU counterterrorism 
strategy emphasizes the use of law enforcement 
and legal frameworks to combat terrorism. Monar 
(2015) and Vries (2008) also believe that 
counterterrorism is an issue of law enforcement. 
Consequently, the EU’s counterterrorism strategy 
is focused on protecting security within its 
borders first (Monar 2015). However, the literature 
suggests that, recently, the EU’s counterterrorism 
initiatives have moved to prioritize cooperation 
with non-EU third-world countries and 
international organizations. They help these 
countries improve their legal, policing, and 
intelligence frameworks. The EU sees this as one 
of the most effective ways to address terrorist 
threats (Monar 2015). Additionally, most scholars, 
like Francesco Baraldi (2023), agree that for the 
European Union’s counterterrorism strategies to 
be effective, it must prioritize collaboration 
between EU member states. Baraldi (2023) says 
that member countries must contribute to the EU 
counterterrorism initiatives by contributing 
funding, intelligence, and law enforcement 
cooperation for the initiatives to be successful.  
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RADICALIZATION   
Radicalization is a complex and debated topic 

within the field of terrorism studies. Many 
scholars have proposed different theories, 
models, and processes to explain how individuals 
are radicalized or adopt extremist beliefs. Ideas 
such as Clark McCauley and Sophia Moskalenko’s 
pyramid model and Fathali Moghadam’s staircase 
model attempt to map out the stages by which 
people are radicalized over time (Neumann 2013). 
While some researchers emphasize the 
progressive process of radicalization, others 
challenge the concept altogether, denying the 
idea of radicalization.   

As Peter Neumann (2013) points out, 
radicalization is ambiguous and does not have 
one simple, agreed-upon definition or model. The 
“pyramid model” is a well-known framework that 
identifies twelve mechanisms of radicalization in 
individuals, groups, and the mass public 
(McCauley and Moskalenko 2008). This model was 
developed by Clark McCauley and Sophia 
Moskalenko (2008). In the “pyramid model,” most 
of the mechanisms of radicalization occur when 
people strongly identify with a group and feel 
their group is under threat. This model suggests 
that radicalization is less likely to occur when 
there is just one individual (McCauley and 
Moskalenko 2008). On the contrary, Fathali 
Moghadam (2005) proposes a “staircase to 
terrorism,” where each “floor” represents 
different psychological and social factors that 
drive a person closer to terrorism. Both of these 
models emphasize that radicalization is a 
progressive process with stages one must go 
through. It begins with unfair treatment and 
deprivation and can lead to martyrdom or killing 
(McCauley and Moskalenko 2008).  

On the contrary, some scholars like Andrew 
Hoskins and Ben O’Loughlin (2009) think the 
concept of radicalization is misleading and a 
myth. Hoskins and O’Loughlin argue that 

radicalization is less severe than the media 
portrays. They say it is a myth that was created by 
the news to attract viewers and gain a following. 
John Horgan also has critiqued scholars who study 
radicalization, saying that its study has been a 
costly and unproductive failure. He wants to shift 
the study on how people adopt extremist beliefs 
to terrorist behavior (Neumann 2013).  
 

TERRORIST RADICALIZATION ON THE 
INTERNET  

The literature suggests that the rise of the 
internet has drastically changed the way terrorist 
groups radicalize their potential members (Brown 
and Pearson 2019). Terrorist groups have adapted 
to the internet and now use it within their 
organizations. Social media is available to 
virtually everyone, including terrorists, at the 
touch of a button (World Bank Group 2023). There 
is a significant debate about whether the internet 
is a threat to increasing terrorism. But there are 
doubts that the rise of social media and the 
internet should be something to worry about. 
Within the literature, a variety of themes arise 
surrounding terrorist groups’ use of the internet 
for radicalization.   

There are many theories in the literature for 
why terrorist groups use the internet. Scholars 
such as Gabriel Weimann and Natalie Marsi (2020) 
point to the democratization of the internet as 
the main factor. They found that the internet’s 
decentralization and democratization of 
communication by user-driven content causes the 
growing use of the internet by terrorists. This 
allows them to spread propaganda and recruit 
members without restrictions. Scholar Katharina 
Von Knop (2008) adds to this theory, saying that 
terrorist groups take full advantage of the 
internet because of its ease of access, lack of 
regulation, vast audiences, and quick flow of 
information. Extremists can also be somewhat 
anonymous on the internet. These scholars 
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believe the internet is the perfect multiplier for 
radicalization.  

The literature around radicalization on the 
internet also describes many ways in which 
terrorist groups use the internet. Many scholars, 
such as Jytte Klausen (2014), point to 
psychological warfare as a tactic in radicalization 
on the internet. His study discovers that terrorist 
groups’ use of psychological warfare includes 
pictures of gruesome executions, crucifixions, and 
attacks (Klausen 2014). Scholar Gabriel Weimann 
(2004) says that terrorist groups also use 
psychological warfare to spread disinformation on 
the internet, spreading fear and helplessness. 
Katherine Brown and Elizabeth Pearson (2019) say 
this is a form of radicalization because these 
images evoke fear, driving people to align with the 
terrorists. The literature also says that terrorist 
groups use the internet for online messaging. 
Brown and Pearson (2019) say that online 
messaging is an easy way to target hard-to-reach 
audiences who are far away. A personalized 
message to a possible recruit also makes them feel 
special and handpicked (Brown and Pearson 
2019). Terrorist groups are using the internet for a 
variety of purposes.  

However, Ines von Behr (2013) believes the 
internet is not increasing terrorism. Hussain and 
Saltman (2014) also believe that the internet 
alone does not lead to radicalization, and a 
human connection is required. David Benson 
(2014) also agrees with this theory. Von Behr et 
al.(2013) point out in their case study that 
terrorism has not significantly increased with the 
presence of the internet. They say that the 
number of extremist materials online does not 
contribute to a significantly higher number of 
radicals (Von Behr et al. 2013). However, even if 
the internet alone does not facilitate 
radicalization, it can still be a highly valuable tool 
to network across the world with extremists. Also, 
they say that just because terrorism has not 

significantly increased, it does not mean that the 
internet has no impact on radicalization.   
 

COUNTERTERRORISM INITITIATIVES FOR 
ONLINE RADICALIZATION 

The rise of online radicalization has made the 
development of online counterterrorism 
initiatives crucial in this digital age. The literature 
surrounding counterterrorism online focuses on 
the best ways to implement counterterrorism and 
the gaps in counterterrorism measures. There 
have also been debates about which model is the 
best to counter online radicalization by Gabriel 
Weimann, Katharina Von Knop (2008), Elizabeth 
Pearson, and Katherine Brown (2019). The 
literature is also relatively new since online 
radicalization is an emerging phenomenon. 
However, it still provides an insightful 
perspective.    

In the literature, there is a primary distinction 
between preventative and repressive approaches 
to counter online radicalization. Gabriel Weimann 
and Katharina Von Knop (2008) found that 
preventative approaches promote positive 
alternatives and counter-narratives to online 
radicalization. This can be done by adding “noise” 
to the internet by jamming extremist channels 
with counter-radicalization narratives, which was 
spearheaded by Weimann and Von Knop (2008). 
Brown and Pearson (2019) say that governments 
can also use preventative approaches by 
advocating for digital literacy and consumer 
education. They can do outreach to vulnerable 
populations about the dangers of the internet and 
radicalization. However, Peter Neumann (2013) 
argues that for preventative approaches to be 
successful, they must be separate from the 
government and spearheaded by civil society 
organizations.  

Repressive approaches to counter online 
radicalization are also discussed in the literature. 
Brown and Pearson (2019) write that repressive 
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approaches are those that directly target terrorist 
websites through the removal and restriction of 
extremist content online. There can be a removal 
of keywords or general hate speech on the 
internet. However, they found that it is difficult to 
use repressive models in places like the United 
States, where there is free speech. Scholars like 
Peter Neumann (2013), Rachel Briggs, and 
Sebastien Feve (2014) argue that it is for this 
reason that censoring radicalization messages on 
the internet is rarely effective. Most of the efforts 
to mitigate the use of the internet by extremists 
have been repressive measures, but they should 
shift towards progressive models (Briggs and Feve 
2014). Repressive models are seen as the least 
effective methods for countering online 
radicalization.   

Despite ongoing research, significant 
challenges persist in the implementation of 
effective online counterterrorism and 
counter-radicalization measures. Gabriel 
Weimann and Katharina Von Knop (2008) say that 
the decentralized and encrypted nature makes it 
hard to track extremist content. Authorities have 
difficulty finding exactly who is responsible for 
posting extremist messaging. There are also 
credibility issues and distrust in the government 
by some people whom the radicalization is 
targeting. Aistrope (2016) points out that, 
particularly in the Muslim world, people are 
skeptical of trusting the government or U.S. 
foreign policy. This means that they would be 
skeptical of trusting online counterterrorism 
efforts (Aistrope 2016).  

 

GAP IN THE LITERATURE 
While existing literature provides a vast 

amount of counterterrorism information, 
including counterterrorism in the EU, 
radicalization, and the role of the internet in 
these topics, there are still some gaps in the 
literature. This is because radicalization on the 

internet is a relatively new phenomenon, making 
it difficult to study until now. There has not been 
significant research done on how the growth of 
terrorists on social media and the internet has 
impacted counterterrorism strategies. However, 
since internet use by terrorists on the internet is 
growing, its study has become increasingly 
needed. Thus, in my research paper, I will aim to 
find the connection between online radicalization 
and counterterrorism strategies in the European 
Union. Although counterterrorism policies have 
been extensively researched, I will explore how 
counterterrorism policies have changed following 
the greater use of radicalization on the internet.   
 
RESEARCH DESIGN   

This paper seeks to find out how the use of 
social media by terrorists for radicalization 
impacted and changed counterterrorism policies 
in the European Union. I hypothesize that as 
terrorist radicalization on the internet increases, 
EU counterterrorism policies have evolved to 
address the threat of online radicalization and 
extremism. Today, the internet is easily accessible 
across the globe, and its usage is only increasing 
(World Bank Group 2023). This means that it is 
also accessible to terrorist organizations and 
violent extremists. Various terrorist websites 
created by extremist organizations are publicly 
available on the internet. These websites and 
videos often depict violence, extremist 
messaging, and extremist ideology. This further 
highlights the need to adapt European Union 
counterterrorism policies to address online 
radicalization and extremism.   

To evaluate radicalization online, I looked at 
two different platforms. First, I found websites 
that are or were used by terrorists or terrorist 
organizations. Websites like these are platforms 
for terrorists to promote their message, use 
propaganda, and radicalize potential members 
(Hussain and Saltman 2014). According to the 
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European Union 2024 Terrorism Situation and 
Trend Report, Jihadism and Right-Wing terrorist 
attacks were the most common in the European 
Union from 2021 to 2023. Therefore, I aimed to 
choose websites that were focused on Jihadist or 
Right-Wing principles. Some websites were no 
longer available to view on the internet. However, 
I was able to analyze this kind of website using 
The Wayback Machine. The Wayback Machine is 
an internet archive of websites that allows users 
to look back at sites at a certain point in time, and 
websites that are no longer available (Internet 
Archive 2009). I chose four different websites to 
analyze.   

With all research, there are various biases and 
limitations that I have encountered. Social media 
platforms often remove many of the websites and 
posts made by terrorists. This is because its 
content violates the social media platform’s 
policies (Klausen 2014). Although many countries 
have freedom of speech, social media platforms 
can still remove content they deem harmful or 
hateful. For example, YouTube has a flagging 
mechanism so that viewers can report content 
that goes against the community guidelines. They 
are then reviewed by a human and are taken down 
if they breach YouTube policies (Hussain and 
Saltman 2014). This makes it more difficult to find 
extremist content online without going to the 
dark web. I acknowledge that I could have found 
more examples of radicalization on the dark web, 
but I did not want to put myself at risk by going to 
that part of the internet. Additionally, many 
terrorist websites and posts are in a language 
other than English. I am limited in my research to 
only looking at English language websites, as that 
is the only language I speak and understand.   

Furthermore, I choose to look at European 
Union counterterrorism policies. I am aiming to 
discover if EU counterterrorism policies have 
adapted to include counter-radicalization online. 
To do so, I am evaluating how EU policies have 

incorporated the internet and social media into 
their counterterrorism framework, focusing on 
the specific ways the EU implements online 
counter-radicalization measures. I choose the EU 
because its policies are crucial for understanding 
counterterrorism. The EU encompasses many 
states in Europe. Therefore, many states are 
affected by changes made to EU counterterrorism 
policies. The EU also experiences many terrorist 
attacks and arrests each year by a variety of 
terrorist groups. Between 2019 and 2021, 1,560 
people were arrested for terrorism-related 
offenses (Council of the European Union 2022). 
This makes it a valuable area to study 
counterterrorism policy. I chose five different 
counterterrorism documents from the EU to 
evaluate. The documents are from 2002, 2004, 
2015, 2017, and 2021, respectively.   

When picking a location to study 
counterterrorism policy, I ran into some biases 
and restrictions. I had to pick a case that was 
accessible in English. All European Union 
websites, policies, and regulations are in English 
or easily translated into English. Beyond language 
accessibility, I needed to pick a case where their 
counterterrorism policies are available and easily 
accessible to the public. The EU publishes all 
guidelines, policies, regulations, and State of the 
Union addresses. This commitment to sharing 
counterterrorism strategies allows for a detailed 
study and analysis.  
 
CASE PRESENTATION  

CASE 1: ONLINE RADICALIZATION  
I believe that terrorist-operated websites and 

social media are a large cause of radicalization 
and a great concern for national security. Since 
2000, almost all terrorist groups have had some 
type of website on the internet (Weimann 2004). 
These websites are accessible to the public either 
on the internet or through the dark web. A 
research study done in 2021 by Tech Against 
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Terrorism, an organization launched by the 
United Nations that works to disrupt terrorist 
activity online, found 198 websites owned or 
operated by terrorists or violent extremists. The 
same study found that “79 of these sites relate to 
violent Sunni Islamist actors, 18 to violent Shia 
Islamist actors, and 101 linked to the violent 
far-right” (The Threat of Terrorist and Violent 
Extremist Operated Websites 2021). These 
terrorist sites are not sitting unused on the 
internet. They are being utilized with heavy 
engagement, which will be shown in this case 
presentation. This engagement includes updating 
posts, engaging in chat forums, and an increase of 
followers.   

The first terrorist site I studied is from the 
Supporters of Shariah (SOS). The website domain 
is 
https://www.angelfire.com/bc3/johnsonuk/eng/home
.html. This website was created in 1999 and is still 
accessible to this day. At the top of the website are 
photos of children visibly suffering, guns, and a 
picture of Osama Bin Laden. The website is 
interactive, with links to message boards where 
people can talk and discuss the Supporters of 
Shariah. Other links include projects, training 
courses, and news boards. There is also a “Contact 
Us” link that says they are based in London. The 
link gives an address and email to contact them. I 
was surprised to see that they put down their 
actual address, which is a mosque in London. I 
would have assumed they would want to keep 
their location private to avoid discovery. A picture 
in the “Notice Boards” section of the site says, 
“Wanted: Dead or Paralyzed” with pictures of 
people such as Bill Clinton, George W. Bush, 
Benjamin Netanyahu, and more. They say that the 
“reward is enormous” if these leaders are found 
dead or paralyzed. These messages are harmful 
and promote extremist views that can radicalize 
individuals (Supporters of Shariah 2025).  

I noticed that a lot of these websites look 
outdated and poorly maintained. The Supporter 
of Shariah website reflects this with its lack of 
modern website features. The website uses a lot of 
different fonts, typefaces, and vibrant colors. 
Many of the pictures are blurry, small, and hard to 
decipher. The pictures are often accompanied by 
some form of clip art or amateur computer 
drawing. This adds to the dated aesthetic of the 
website. I also found it interesting that this 
website has various ads. When the website first 
loaded, two ads popped up at the top of my 
screen. One was for Lavazza coffee, and another 
was for a parody music video. This makes me 
wonder if the hosts of the website are actively 
getting paid for the ads on the page. If so, they are 
using the website to make money as well and 
keeping the domain active to make money.   

The next website that I analyzed is called 
whitebiocentrism.com (2025). This is a website 
dedicated to people who follow white supremacy, 
and the website is still active today. It was created 
in 2013 and lists the total posts at 38185 (White 
Biocentrism 2025). This website has higher traffic 
than I anticipated. The website says, “We believe 
that no multi-racial society can be a truly healthy 
society, and no government which is not wholly 
responsible to a single racial entity can be good. 
America's present deterioration stems from her 
loss of racial homogeneity and racial 
consciousness, and the consequent alienation of 
most of our fellow citizens” (White Biocentrism 
2025). This is a statement that expresses white 
supremacist views and racially nationalist 
ideology. They believe that racial purity is 
necessary for a strong nation, and problems stem 
from racial diversity.  

Whitebiocentrism.com also looks outdated, 
with muted colors and a confusing interface. It 
seems that there is a new post on the website 
every day, most notably on its “Today in History” 
section, which has over 750 posts. There are many 
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other subforums, such as “Statement of Purpose, 
Activism and Alliance Building, and Introduce 
Yourself!” The Introduction subforum is the most 
active with 1971 posts starting in 2013, the most 
recent being Mary 25th, 2025. Many people say 
they are from the United States, naming states 
like Delaware, Pennsylvania, and Missouri. 
However, there are also people from Europe. One 
user says that he is from Germany, another the 
Netherlands, and a third, Switzerland.   

I noticed that many of the posts on the forum 
are extremely anti-Semitic and advocate for a 
white community. One user who says they are 
from England writes on the “Introduce Yourself” 
board, “I’m glad to be a member of this forum on 
White Biocentrism and hope that in the coming 
years our world will get whiter and whiter” (2025). 
Individuals are going to this forum to get 
radicalized. A lot of the discussion posts ask about 
more resources on white supremacy. User “JonRI” 
said, “Hello everyone. My name is Jonathan and I 
am from Rhode Island. I am currently trying to 
learn more about the National Alliance and am 
very interested in joining. I also would like to just 
get a chance to chat with some other like-minded 
people who are concerned with the current 
conditions of our race. I am relatively new to my 
racial awakening and feel I've wasted most of my 
life by not fighting for my people, and now I want 
to make up for lost time” (2025). This is another 
radicalization technique. People share more 
websites, books, and podcasts to “teach” people 
about white supremacy.   

The next website analyzed is called “The Daily 
Stormer.” This website has the URL of 
https://dailystormer.in (2025). As I was doing 
research, I noticed that the website’s availability 
was not reliable. Some days you could access the 
website, other days it was disabled. “The Daily 
Stormer” is a neo-Nazi, white-supremacist 
website that promotes misogynistic, 
Islamophobic, and antisemitic views. It hosts 

message boards, self-published news articles, and 
white supremacist propaganda. The website has 
various images of swastikas and hate speech. 
Notably, the website says that they advocate for a 
second genocide of the Jewish population and call 
for white supremacy. The website is updated 
frequently. On March 23, 2025, the most recent 
post on the website’s “news” section was from 
March 22, 2025. This shows that radicalization is 
alive and well on the internet. Anyone can access 
this website and become exposed to extremist 
views and hate speech. Since the postings are 
frequent, it shows that terrorist and extremist 
groups will frequently utilize the internet. These 
news forums are posting stories that have no 
evidence to back them up, providing 
disinformation on the internet that can lead to 
radicalization (The Daily Stormer 2025).  

The last website that I analyzed is called 
www.imperium-europa.org (2025). This website is 
no longer available to access on the internet. 
However, I was able to explore the website using 
the Wayback Machine. The Imperium Europa site 
is for the Imperium Europa ultranationalist party 
in Malta. The home page says, “Our aim is that 
Malta…will be the first liberated nation in the 
whole White World - liberated from the enemy 
within and the enemy without. Malta, at the 
southernmost tip of Europe, could ignite a flame 
that would set Europe ablaze” (Imperivm Europa 
2025). The website says that it was created in 
2004 by Imperium Europa’s founder, Norman 
Lowell. The website has various links titled 
Lowell, Books, Gallery, and Express Yourself! The 
Express Yourself forum is where visitors can go to 
express their interest in Imperium Europa and 
their admiration of Norman Lowell.     
 
CASE 2: EUROPEAN UNION COUNTERRORISM 
POLICIES 

The European Union is a leader in 
international counterterrorism (Monar 2015). 
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Many states worldwide look towards the EU for 
guidelines and regulations regarding 
counterterrorism. Terrorism in the European 
Union is not a new problem. Since the 9/11 
terrorist attacks in 2001, the EU has looked at 
terrorism as an evolving global threat (Bąkowski 
2023). The first overarching counterterrorism 
strategy that mentioned the internet was adopted 
in 2005 by the EU, following the London and 
Madrid terrorist attacks (The European Union 
2005). Since then, the EU’s counterterrorism 
strategies and policies have evolved. I will be 
looking at how the European Union has 
incorporated online radicalization into its 
counterterrorism strategies.   

As a baseline, I looked at the first EU 
framework decision on counterterrorism, 
published in 2002. This is not a counterterrorism 
strategy, but a framework decision. The 
framework decision is titled, “Council Framework 
Decision of 13 June 2002 on Combating 
Terrorism.” As an early framework decision of 
counterterrorism, online radicalization is not 
mentioned. However, this document defines 
terrorist offenses and the necessary steps to 
criminalize those who commit terrorist offenses. 
Some examples of terrorist offenses include those 
that involve “kidnapping or hostage taking, 
attacks upon a person’s life which may cause 
death, and attacks upon the physical integrity of a 
person” (European Union 2002). Furthermore, the 
document emphasizes collaboration across the EU 
to mitigate terrorist threats.   

The 2002 document does not mention online 
radicalization or any type of terrorist activity on 
the internet. There was a low level of 
radicalization online in 2002. Therefore, the 
internet was not addressed in the “Council 
Framework Decision of 13 June 2002 on 
Combating Terrorism,” because it was not yet a 
major threat. This supports my hypothesis that as 
radicalization online increases, the EU will 

incorporate online counter-radicalization 
measures into its policies. This is supported 
because there was no online radicalization at the 
time, so it was not incorporated into EU policies.  

To continue, I evaluated the “2004 EU Plan of 
Action on Combating Terrorism.” This document 
is a representation of the EU’s commitment to do 
everything it can to mitigate and counter all forms 
of terrorism. This plan emphasizes the 
importance of cooperation in international efforts 
to enhance counter-terrorism measures, as well as 
the radicalization methods that lead to terrorism. 
Objective 6.1.3 in the document says that the EU 
aims to conduct more detailed studies of 
terrorism recruitment in prisons, schools, 
universities, and mosques, and improve studies 
on the role of the internet in radicalization 
(Council of the European Union 2004). This was 
one of the first EU reports that emphasized the 
need to do more research on internet 
radicalization.   

In 2015, the European Union released a joint 
statement after the informal meeting of the EU 
Justice and Home Affairs Ministers in Riga, Latvia. 
This meeting followed the deadly terrorist attack 
in Paris, France, in early January 2015 (Europol 
2015). The joint statement emphasizes 
strengthening counterterrorism efforts following 
the Paris attacks at both the global and EU levels. 
This is particularly in response to foreign terrorist 
fighters and emphasizes cooperation among 
member states. The joint statement also outlines 
and reiterates counterterrorism measures that 
should be advanced and supported. Among them 
are increased internet monitoring and 
counter-radicalization efforts. The joint 
statement explicitly says, “The internet plays a 
significant role in radicalization” (General 
Secretariat of the Council 2015). Due to this 
significance, they emphasize cooperation with 
internet platforms to remove terrorist and 
extremist content. This shows that the EU is 

82 



aware of the internet’s role in radicalization 
(General Secretariat of the Council 2015).   

The 2002 Terrorism Council Framework 
Decision was replaced in 2017 with a directive 
titled, “Directive (EU) 2017/541 of the European 
Parliament and of the Council of 15 March 2017 
on Combating Terrorism and Replacing Council 
Framework Decision 2002/475/JHA and Amending 
Council Decision 2005/671/JHA.” This directive 
outlines the need to replace the original Council 
Framework decision because terrorist threats have 
grown rapidly in years prior. Like the policies 
before it, the 2017 directive emphasizes a strong 
cross-border collaboration response to mitigate 
terrorism. Contrary to the 2002 framework 
decision, this document does mention the 
internet and radicalization online. Article 21 of 
this document is titled “Measures against public 
provocation content online” (2005). This article 
says that EU member states should implement all 
necessary measures to remove online content that 
constitutes a provocation to commit a terrorist 
offense. If it is not feasible to completely remove 
the content, member states should block the 
content in their territory. These are tangible 
measures written into EU documents that work to 
mitigate online radicalization.  

Next, I evaluated a newer EU 
counterterrorism policy published in 2021. This 
regulation is titled “Regulation (EU) 2021/784 of 
the European Parliament and of the Council of 29 
April 2021.”  This case is a regulation for EU 
member states on how to counter and address 
terrorist information online. It emphasizes the 
misuse of online services by terrorist 
organizations. The regulation says, “Of particular 
concern is the misuse of those services by terrorist 
groups and their supporters to disseminate 
terrorist content online to spread their message, 
to radicalize and recruit followers, and to 
facilitate and direct terrorist activity” (2021, 1). 
According to this regulation, terrorist content 

online is a proven catalyst for the radicalization of 
individuals who can go on to commit terrorist 
attacks. It also stresses that there must be a 
collaboration between service providers and 
authorities that still respects fundamental 
freedoms of speech and expression.    

The 2021 regulation acknowledges that the 
EU is experiencing a high level of radicalization 
and that terrorists use the internet for 
radicalization. It emphasizes that the internet is a 
growing platform for radicalization, which must 
be addressed. If there were not high levels of 
radicalization in the EU, this regulation would not 
be needed. The EU is acknowledging that 
radicalization is on the rise, and they need 
counter-radicalization measures to decrease its 
effect. The regulation suggests implementing a 
removal order for all content that is deemed a 
threat to national security. Once EU authorities 
issue a removal order, the harmful content must 
be removed within one hour of the order in all EU 
member states (2021, 4). This evidence is 
important because it directly shows that the 
European Union is taking measures to counter 
online radicalization. It outlines the steps needed 
to lessen the effects of online radicalization. It is 
a call to action. This reflects the EU’s 
acknowledgment that online radicalization poses 
a direct threat to security.  
 
DISCUSSION AND ANALYSIS  

As previously mentioned, this study 
hypothesizes that as terrorist groups integrate 
online platforms into their radicalization 
methods, counterterrorism policies in the EU will 
adapt to address specific online counterterrorism 
measures. My research and studies strongly 
support my hypothesis. The presented cases of 
online radicalization and EU counterterrorism 
policies demonstrate a correlation between 
increased radicalization and the implementation 
of online counterterrorism methods in EU policy. 
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As extremist groups or terrorist organizations 
utilize the internet for radicalization, the EU has 
responded by implementing specific online 
counterterrorism methods in its counterterrorism 
policies.   

The research and studies show that terrorist 
organizations have turned to the internet to 
conduct online radicalization. I was surprised to 
find exactly what extremist groups are posting on 
the internet. It is alarming to know that anyone 
can access terrorist websites and become exposed 
to extremist views. I was particularly taken aback 
by the photos featured on terrorist websites, 
especially on the Supporters of Shariah website. 
There are pictures of injured babies, huge military 
tanks, and people in hospitals. These jarring 
pictures can bring to life what the terrorist 
organizations want their message to be, aiming to 
stir up heavy emotions. Sometimes these pictures 
are staged, but for the public, it is hard to 
distinguish (Klausen 2014).  

Another key finding in this study was the 
reliance of extremist and terrorist organizations 
on the internet and social media. They use the 
internet as a resource to spread propaganda, 
gruesome imagery, and misinformation. The 
internet allows them to connect with a larger 
audience than they previously could have. Many 
websites, such as Whitebiocentrism.com, used 
community forums to spread extremist ideas by 
linking to other resources that talk about their 
respective groups. Users can choose to remain 
anonymous on the websites. The accessibility and 
anonymity of the internet allow them to operate 
more efficiently. The internet is a ‘force 
multiplier’ of extremism that previously was only 
available in person (Brown and Pearson 2019). 
Without the internet, terrorists would have to rely 
on other means for recruitment.   

My examination of EU counterterrorism 
policies further supports my hypothesis. The 
comparison between the “Council Framework 

Decision of 13 June 2002 on Combating 
Terrorism” and the “Regulation (EU) 2021/784 of 
the European Parliament and of the Council of 29 
April 2021” shows a clear shift in the focus of 
counterterrorism policies. The 2002 framework 
was released in the beginning stages of the 
Internet. Terrorists were just starting to learn that 
they could use the internet for recruitment and 
radicalization. In 2003, there were only a few 
hundred websites run or dedicated to terrorist 
organizations (Weimann 2004). By 2014, over 
10,000 websites were serving terrorist 
organizations (Weimann 2004).   

In the early 2000s, traditional 
counterterrorism measures were prioritized. For 
example, the 2002 framework includes 
streamlining the definition of terrorism across all 
EU member states, penalties for involvement in a 
terrorist organization, and protections for victims 
of terrorist offenses. However, the 2021 regulation 
implements more nontraditional methods of 
counterterrorism, particularly on the internet. For 
example, a measure mentioned in the 2021 
regulation addresses the freedom of expression 
but also hate speech on the internet (European 
Commission 2017, 3). All websites that I analyzed 
were created or became most active after the 2002 
Council Framework Decision was released. As 
more extremist and terrorist websites appeared 
on the internet, the EU implemented more online 
counterterrorism measures in its policies.    

After analyzing the five EU counterterrorism 
policies, I found trends in how the EU addressed 
online radicalization. I found that the policies 
changed from awareness to enforcement over 
time. The 2004 Plan of Action documented an 
awareness of online radicalization by focusing on 
the need to understand online radicalization by 
conducting more research. The 2015 Joint 
Statement also focuses on awareness, 
highlighting that the internet plays a significant 
role in radicalization. However, the 2017 
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Combatting Terrorism Directive enforces concrete 
actions to enforce the removal of online content 
that promotes radicalization. In 2021, this shift 
became even more apparent by implementing an 
official removal order for all content that is a 
security threat.   

Additionally, all policies highlight a strong 
need to increase cross-border cooperation to 
combat radicalization. They emphasize that for 
these policies to be successful, EU member states 
must work together to mitigate radicalization. For 
instance, the 2004 Plan of Action on Combating 
Terrorism says that cooperation both in the EU 
and internationally is needed for radicalization 
mitigation to be successful. The 2015 joint 
statement also highlights collaboration, but 
between EU members and internet platforms 
instead. These individual actors must work 
together if they want to see less radicalization on 
the internet.   
 
CONCLUSION  

This paper set out to find how the use of 
social media by terrorists for radicalization has 
impacted and changed counterterrorism policies 
and efforts in the European Union. 
Counterterrorism policies in the EU are 
continuously evolving and adapting to new forms 
of radicalization. With the increasing prevalence 
of extremist content on the internet, terrorist 
organizations have an increased ability to recruit 
members and disseminate information. Websites 
can be used for this purpose and are easily 
accessible to anyone with an internet-connected 
device.   

One of the key findings in this paper is that 
the European Union is changing its 
counterterrorism policies to include online 
radicalization. This supports my hypothesis that 
with increased radicalization on the internet, the 
EU’s counterterrorism policies implement 
counter-radicalization. However, 

counterterrorism in the digital age is complex. 
There is a delicate balance between free speech 
and online content moderation. In the EU, 
everyone has freedom of expression under the 
European Commission. It is hard to counter 
violent, extremist speech when there is freedom 
of expression. The EU is having a hard time 
protecting citizens’ free speech while also 
protecting their security.    

I also found out how terrorist organizations 
are using the internet. Many terrorist 
organizations or members have accessible 
websites that promote extremist ideas and whose 
purpose is to radicalize potential members. It is 
important to understand how terrorists are using 
the internet so their activities can be identified 
and disrupted. Additionally, the public should be 
aware that terrorists are using the internet. If the 
public is educated on terrorists’ use of the 
internet, they can identify potential security risks 
and report them.    

Furthermore, this paper identifies gaps in 
counterterrorism policies and the need for 
continued research. While the EU has taken 
significant steps to address online radicalization, 
there are loopholes in counterterrorism policies 
that terrorist organizations can exploit. The 
internet is vast, with many areas where terrorists 
can reside. Further studies should focus on 
identifying these weaknesses and how they can be 
directly addressed. Emerging technologies such as 
artificial intelligence (AI) can be used to identify 
radicalization and terrorist groups online. 
Research must be done on how we can use AI in 
counterterrorism policies. International 
cooperation should be further pushed to mitigate 
terrorism. Terrorism is not limited to one area of 
the world, increasing the need for international 
cooperation. This research has significant 
real-world implications. It highlights how 
terrorist groups increasingly utilize online 
platforms that millions of people use every day.   
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